TERMS OF USE
Last Updated: 09/2025

1. Introduction
Welcome to Sasa Software CAS Ltd. (“Company,” “we,” “us,” or “our”). These Terms of Use (“Terms”) govern your access to and use of our Services (as defined below). By accessing or using the Services, you agree to comply with these Terms. If you do not agree to these Terms, you may not access or use the Services.

2. Definitions
“User” refers to any individual or entity that accesses or uses the Services.
“Services” include all cybersecurity products, cloud-based solutions, and CDR technologies provided by Company.
“CDR” (Content Disarm & Reconstruction) refers to the process of removing potentially malicious elements from files in effort to preserve their integrity and usability.
“Cloud-Based Services” refer to security solutions hosted and provided via cloud infrastructure, ensuring remote access and scalable security measures.
“Cybersecurity Product/s” refers to Company’s CDR cloud-based solutions for filtering and securing files transfer against cyber threats, including: Gate Scanner Mail Protection (GSMP), Gate Scanner Security Dome (GSSD) and Gate Scanner Integration Server (GSIS).

3. Eligibility
You must be at least 18 years old or have legal capacity in your jurisdiction to enter into these Terms. By using our Services, you represent and warrant that you meet these requirements.

4. Account Registration
To access certain features of the Services, you may be required to create an account. You agree to:
Provide accurate, current, and complete information during registration and keep it updated.
Maintain the confidentiality and security of your login credentials.
Notify us immediately of any unauthorized use of your account or any other breach of security.
Be fully responsible for all activities that occur under your account, whether or not authorized by you.
We reserve the right to suspend or terminate your account at our sole discretion for any violation of these Terms or for any reason we deem appropriate.

5. Acceptable Use
You agree not to:
Use the Services for any unlawful, fraudulent, or harmful purpose.
Distribute malware, spyware, or other malicious software through the Services.
Attempt to gain unauthorized access to, interfere with, damage, or disrupt any part of the Services, our servers, or any networks connected to the Services.
Reverse-engineer, decompile, disassemble, or otherwise attempt to derive the source code of any software provided as part of the Services.
Violate any applicable laws, regulations, or third-party rights.
Misuse cloud-based cybersecurity features to compromise third-party data or services.
Conduct unauthorized penetration testing, vulnerability scanning, or security assessments of the Services.
Use the Services in a manner that could disable, overburden, or impair the Services or interfere with any other party’s use of the Services.

6. Cloud-Based Security and CDR Services
Our CDR and Cybersecurity Products are designed to remove threats from files while maintaining usability and security.
Cloud-based cybersecurity solutions provide proactive threat detection, data encryption, and real-time security updates.
We do not guarantee that all threats will be removed or that files and other relevant content will remain fully functional or free from defects after processing.
Users are solely responsible for verifying the integrity and usability of files and processed content before use or further distribution.
Cloud-based Services may rely on third-party cloud infrastructure providers. We are not responsible and/or liable for any failures, breaches, or service interruptions caused by such providers.
We will use commercially reasonable efforts to back up your designated content. However, you are solely responsible for verifying the integrity and completeness of any backed-up data.
Company reserves the right to modify, suspend, or discontinue any part of the Services at any time, with or without notice.

7. Privacy Policy & Compliance
Our Privacy Policy, available at www.sasa-software.com, explains how we collect, use, and protect your data. By using the Services, you consent to our data practices.
We are committed to complying with international privacy regulations, including:
General Data Protection Regulation (GDPR): Users in the European Union have rights regarding access, rectification, erasure, data portability, and objection to processing under GDPR.
California Consumer Privacy Act (CCPA): California residents have rights related to data access, deletion, and opt-out of data sales.
Israeli Privacy Regulations: We comply with Israeli data protection laws, ensuring the security and confidentiality of personal data.
Cloud Compliance: Our cloud-based Services comply with industry standards, including ISO 27001, SOC 2, and other relevant security frameworks.
Other Jurisdictions: We follow applicable privacy laws based on user locations and business operations.
You acknowledge and agree that your data may be transferred to, stored, and processed in Israel and other jurisdictions where our cloud providers operate.

Updates to Privacy Policy
Company reserves the right to modify or update its Privacy Policy at any time, at its sole discretion. Any changes to the Privacy Policy will be effective upon posting the updated policy on the Company’s website or by providing notice through other reasonable means. Your continued use of the Services after the effective date of any changes constitutes your acceptance of the revised Privacy Policy. If you do not agree to the updated Privacy Policy, you must discontinue use of the Services.

8. Intellectual Property
All content, trademarks, technology, software, and documentation associated with the Services are the exclusive property of Company or its licensors.
You are granted a limited, non-exclusive, non-transferable, revocable license to access and use the Services solely for your internal business purposes and strictly in accordance with these Terms.
You may not reproduce, distribute, publicly display, publicly perform, create derivative works of, or otherwise exploit any part of our Services without our express prior written authorization.
All rights not expressly granted herein are reserved by Company.

9. Third-Party Services & Cloud Providers
Our Services may integrate with or rely on third-party platforms, software, applications, and cloud infrastructure providers. We are not responsible for the content, security, availability, or practices of such third parties. Any third-party terms and policies may apply to your use of those services, and you are solely responsible for compliance.

10. Disclaimers and Warranties
THE SERVICES ARE PROVIDED “AS IS” AND “AS AVAILABLE” WITHOUT WARRANTIES OF ANY KIND, WHETHER EXPRESS, IMPLIED, OR STATUTORY, INCLUDING BUT NOT LIMITED TO WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE, NON-INFRINGEMENT, OR ACCURACY.
WE DO NOT WARRANT THAT THE SERVICES WILL BE UNINTERRUPTED, ERROR-FREE, SECURE, OR FREE FROM VIRUSES OR OTHER HARMFUL COMPONENTS.
WE DO NOT WARRANT THAT ALL THREATS WILL BE DETECTED OR REMOVED, OR THAT FILES, EMAILS, OR DATA PROCESSED BY THE SERVICES WILL BE FREE FROM DEFECTS OR MALICIOUS CONTENT.
COMPANY SHALL NOT BE LIABLE FOR ANY FAILURE OR DELAY IN THE PERFORMANCE OF ITS OBLIGATIONS DUE TO CAUSES BEYOND ITS REASONABLE CONTROL, INCLUDING BUT NOT LIMITED TO NATURAL DISASTERS, ACTS OF GOD, PANDEMICS, GOVERNMENT ACTIONS, POWER OUTAGES, THIRD-PARTY SERVICE PROVIDER FAILURES (INCLUDING CLOUD DATA CENTERS), CYBERATTACKS, OR ANY OTHER EVENTS THAT ARE UNFORESEEABLE OR UNAVOIDABLE.
COMPANY DISCLAIMS ANY LIABILITY ARISING FROM SERVICE INTERRUPTIONS, DATA LOSS, OR SECURITY BREACHES RESULTING FROM THE FAILURE OF THIRD-PARTY SERVICE PROVIDERS, INCLUDING CLOUD INFRASTRUCTURE PROVIDERS, OR DUE TO FORCE MAJEURE EVENTS.

11. Limitation of Liability
TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW:
COMPANY, ITS AFFILIATES, OFFICERS, DIRECTORS, EMPLOYEES, AGENTS, AND LICENSORS SHALL NOT BE LIABLE FOR ANY INDIRECT, INCIDENTAL, SPECIAL, CONSEQUENTIAL, EXEMPLARY, OR PUNITIVE DAMAGES, INCLUDING BUT NOT LIMITED TO LOSS OF PROFITS, DATA, BUSINESS OPPORTUNITIES, GOODWILL, OR OTHER INTANGIBLE LOSSES, ARISING OUT OF OR IN CONNECTION WITH THE USE OF OR INABILITY TO USE THE SERVICES, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
COMPANY’S TOTAL AGGREGATE LIABILITY, WHETHER IN CONTRACT, TORT (INCLUDING NEGLIGENCE), OR OTHERWISE, ARISING OUT OF OR RELATING TO THESE TERMS OR THE USE OF THE SERVICES, SHALL NOT EXCEED THE AMOUNT PAID BY YOU FOR THE SERVICES IN THE TWELVE (12) MONTHS PRECEDING THE CLAIM.
YOU ACKNOWLEDGE THAT THE LIMITATIONS OF LIABILITY SET FORTH IN THIS SECTION ARE AN ESSENTIAL BASIS OF THE BARGAIN AND THAT COMPANY WOULD NOT PROVIDE THE SERVICES WITHOUT SUCH LIMITATIONS.

12. Indemnification 
Indemnification by User:
You agree to indemnify, defend, and hold harmless Company, its affiliates, officers, directors, employees, agents, and licensors from and against any and all claims, liabilities, damages, losses, and expenses (including reasonable attorneys’ fees and costs) arising out of or in connection with:
Your use of or access to the Services.
Your violation of these Terms or any applicable law or regulation.
Your infringement or misappropriation of any third party’s rights, including intellectual property or privacy rights.
Any unauthorized use of your account or credentials.
Company reserves the right, at its own expense, to assume the exclusive defense and control of any matter subject to indemnification by you, and you agree to cooperate with Company in asserting any available defenses.

Indemnification by Company:
The Company agrees to indemnify, defend, and hold harmless the User and its affiliates, officers, directors, employees, and agents from and against any and all claims, liabilities, damages, losses, and expenses (including reasonable attorneys’ fees and costs) arising out of or in connection with any third-party claim alleging that the Services, as provided by the Company and used by the User in accordance with these Terms, directly infringe any third party’s duly registered patent, copyright, or trademark. The Company shall have no liability or obligation under this provision to the extent that any claim arises from (a) modifications to the Services made by anyone other than the Company; (b) use of the Services in combination with any hardware, software, or data not provided or authorized by the Company, if such claim would not have arisen but for such combination; or (c) use of the Services not in accordance with these Terms. The User agrees to promptly notify the Company of any such claim and to cooperate with the Company in the defense and settlement of any such claim. The Company shall have sole control of the defense and settlement of any such claim, provided that it may not settle any claim in a manner that imposes any liability or obligation on the User without the User’s prior written consent.

13. Termination
We may, at our sole discretion and without prior notice or liability, suspend or terminate your access to the Services at any time for any reason, including but not limited to your breach of these Terms or if we believe your conduct may harm the Company, other Users, or third parties. Upon termination:
Your right to access or use the Services will cease immediately.
Any obligations or liabilities incurred prior to termination shall survive.
Company reserves the right to pursue any legal remedies available for any breach or unauthorized use of the Services.

14. Governing Law & Exclusive Jurisdiction
These Terms and any dispute, claim, or controversy arising out of or relating to these Terms or the Services shall be governed by and construed in accordance with the laws of the State of Israel, without regard to its conflict of laws principles. The exclusive jurisdiction and venue for any dispute, claim, or controversy arising out of or relating to these Terms or the Services shall be the competent courts of the Tel Aviv District, Israel. You hereby irrevocably submit to the exclusive jurisdiction of such courts and waive any objection to such venue or forum.

15. Changes to These Terms
We reserve the right to modify, update, or replace these Terms at any time, at our sole discretion. We will provide notice of material changes by posting the updated Terms on our website or through other reasonable means. Your continued use of the Services after any such changes constitutes your acceptance of the revised Terms. If you do not agree to the updated Terms, you must stop using the Services.

16.Assignment
You may not assign, delegate, or transfer any of your rights or obligations under these Terms, whether by operation of law or otherwise, without the prior written consent of Company. Any attempted assignment, delegation, or transfer in violation of this provision shall be null and void. Company may assign, delegate, or transfer these Terms, in whole or in part, at any time and without restriction, including in connection with a merger, acquisition, sale of assets, or by operation of law. These Terms shall be binding upon and inure to the benefit of the parties and their respective permitted successors and assigns.

18. Force Majeure
Company shall not be liable for any failure or delay in the performance of its obligations under these Terms to the extent such failure or delay is caused by circumstances beyond its reasonable control, including but not limited to acts of God, natural disasters, war, terrorism, civil unrest, labor disputes, pandemics, governmental actions, interruptions or failures of telecommunications, power, or third-party software, hardware and/or service providers (including cloud infrastructure providers), or any other event that is unforeseeable or unavoidable (“Force Majeure Event”). In the event of a Force Majeure Event, Company’s obligations shall be suspended for the duration of the event, and Company will use commercially reasonable efforts to resume performance as soon as practicable. Company shall not be required to provide any compensation or remedy for any loss or damage resulting from a Force Majeure Event.

19. Miscellaneous
Entire Agreement: These Terms, together with any other agreements or policies referenced herein, constitute the entire agreement between you and Company regarding your use of the Services and supersede all prior or contemporaneous agreements, understandings, and communications.
Severability: If any provision of these Terms is found to be invalid or unenforceable, the remaining provisions shall remain in full force and effect.
Waiver: No waiver of any term or condition of these Terms shall be deemed a further or continuing waiver of such term or any other term, and Company’s failure to assert any right or provision under these Terms shall not constitute a waiver of such right or provision.
Assignment: You may not assign or transfer any of your rights or obligations under these Terms without the prior written consent of Company. Company may freely assign or transfer these Terms in connection with a merger, acquisition, sale of assets, or by operation of law.

19. Contact Information

Sasa Software CAS Ltd.
info@sasa-software.com
+972-4-8679959

.



