
GateScanner Deep Detector (GSDD) delivers advanced, pre-execution static 
analysis across more than 300 file types - including executables, binaries, 
installers, and disk images that traditional sandboxes cannot execute or Content 
Disarm and Reconstruction (CDR) systems cannot reconstruct. Operating 
completely offline with zero detonation and zero cloud dependency, GSDD 
provides definitive risk verdicts in milliseconds.

•	 Structural Binary Analysis: Deconstructs files to their base elements - parsing 
headers, PE sections, import tables, entropy distributions, and embedded 
objects - without executing a single instruction. Detects obfuscation, packing, 
and anomalous structures directly from the binary data.

•	 Multi-Engine Threat Conviction with AI: Six independent detection layers 
run concurrently to evaluate each file, producing a composite risk score with 
a per-indicator breakdown.

•	 IOC Extraction & Attack Chain Detection: Extracts network indicators, 
Command and Control (C2) references, credential artifacts, and host-based 
IOCs across the full scan tree. Identifies complex, multi-stage sequences 
spanning nested file boundaries (e.g., LNK-in-archive, macro-to-PowerShell, 
ISO MOTW bypass).

Detonation-Free & Evasion-Proof: 
Files are never executed. With no 
sandbox, hypervisor, or detonation 
risks, sandbox-aware malware 
has no execution environment to 
detect, rendering timing loops and 
anti-analysis tricks obsolete.

Signature-Independent Detection: 
Verdicts are derived strictly from file 
structure and behavioral indicators 
rather than hash databases. Zero-
day variants, AI-generated payloads, 
and polymorphic code are assessed 
dynamically without requiring prior 
knowledge or signature updates.

Complete Data Sovereignty: 
Fully offline operations ensure 
that no file content, metadata, 
or telemetry ever leaves the host, 
completely satisfying air-gapped, 
classified, and strictly regulated 
data-sovereign environments.

Broad Binary File Coverage: 
Analyzes complex installers, mobile 
apps, container formats, and disk 
images that standard sandboxes 
handle poorly.

Lightweight and Fast: 
Distributed as a single executable 
with no runtime or database 
dependencies. Deploys in minutes 
and completes static analysis in 
seconds per file at ingestion velocity.

Why Static 
Analysis? Why 
GSDD?
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GateScanner Deep Detector
Static Malware Analysis · Pre-Execution File Inspection · Air-Gap Ready

Engine ComponentCore Functionality

Analyzes PE, ELF, Mach-O, archives, scripts, email, DICOM, and more. 
Flags extension spoofing and declared-vs-actual mismatches.

Format Parsers

Evaluates over 30 structural indicators (entropy, section anomalies, 
import characteristics, obfuscation) to yield a weighted 0–100 risk 
score per file type.

Heuristic Engine

Deploys over 1,000 curated YARA rules across 9 threat categories 
alongside local MD5 / SHA-256 hash lookups.

YARA & Signatures

Classifies files based on learned structural features for highly 
accurate zero-day and polymorphic threat detection.

ML Engine

Correlates indicators of compromise (IOCs) across nested file 
hierarchies to detect multi-file malicious sequences at depth.

Attack Chain

Integrates Cyren AV5 for an additional layer of conviction. Any 
commercial AV hit automatically overrides the verdict to Critical.

AV Engine (Optional)

Detection Engine Architecture

Core Capabilities

Product Overview
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Sasa Software (est. 2013) develops 
advanced cybersecurity solutions 
that prevent file-based attacks 
across email, file-shares, web 
uploads/downloads, and portable 
media. 

The GATESCANNER® suite, 
powered by native Content 
Disarm and Reconstruction (CDR) 
technology, is trusted by over 
450 organizations worldwide in 
sectors like defense, government, 
healthcare, finance, energy, and 
critical infrastructure. 

Headquartered in Israel and ISO 
27001 certified, Sasa Software has 
been recognized by Gartner (2020) 
and Frost & Sullivan (2017), offering 
flexible deployment models 
(on-premises, cloud, hybrid) with 
seamless integrations, including 
Microsoft 365, for secure digital file 
exchange. 

SOC & Threat Analysis
Ranked verdicts with full indicator 
breakdown, IOC extraction, entropy 
heatmaps, HEX viewer, and archive 
tree - analyst depth without 
sandbox setup.	

Secure File Intake
Automated pre-execution 
inspection at every ingestion 
point. Risk score feeds upstream 
enforcement via API - block, 
quarantine, or pass based on policy.	

Air-Gapped & OT Networks
Zero external dependencies. 
No cloud lookups, no telemetry, 
no outbound traffic. Operates 
identically in classified, industrial, 
and sovereign environments.

About Sasa 
Software

Designed For

Deployment & Form Factors
1.	 Embedded CDR Component: Integrates directly as a primary threat 

detection engine within the broader GateScanner suite, augmenting 
Content Disarm and Reconstruction products at all intake channels.

2.	 Standalone Desktop Client: A completely local analyst workstation 
application for forensic investigation. Supports pre-configured automated 
workflows with absolutely no network connection required.

3.	 Server-Based Service: Installed on-premises and accessed via a full REST 
API (OpenAPI / Swagger) to enable seamless SIEM/SOAR integrations, CI/CD 
pipeline scanning, and custom orchestration.

4.	 OEM / Embedded Deployment: Readily available as an embedded module 
for integration into third-party security platforms.

Technical Specifications
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Engine ComponentCore Functionality

Windows x64 · single executable · no runtime dependencies · no 
database installation

Platform

Seconds per file · static-only · no execution overheadAnalysis speed

1–999 levels · hardware-dependent · configurable per scan profileRecursion depth

Multi-threaded · scales to available CPU · no hard worker ceilingConcurrency

Quick Triage · Standard · Deep · AV-Assisted · Extreme / IOC HuntScan profiles

JSON · HTML · PDF · directory summariesOutput formats

CRITICAL
Score 100 · AV or hash 

match · isolate

HIGH
Score 80–99 · Strong 

indicators · quarantine

LOW / MEDIUM
Score 60–79 · Anomalies · 

analyst review

CLEAN
Score 0–59 · No 

indicators · cleared

File Format Coverage - 300+ Parsers (Partial List)
Container images  .docker .tar .tar.gz .cpo .cpi + VM exports
Executables - Windows  .exe .dll .sys .msi .scr .ocx .cpl .drv .efi
Executables - Linux / macOS  .elf .so .dylib .app .macho .bundle .a
Archives - standard  .zip .rar .7z .tar .gz .bz2 .cab .arj .lzh
Disk & VM images  .iso .img .vmdk .vhd .vhdx .qcow2 .ova .dmg
Office & PDFs  .pdf .doc(x) .xls(x) .ppt(x) .odt .rtf .csv
Macros & Office scripts  .xlsm .docm .pptm .xla .xll .xlm .dotm	
Mobile - Android / iOS  .apk .aab .dex .odex .ipa .app .framework .pkg
Email  .msg .eml .mbox .pst .ost .mail
Web & scripts  .html .js .ts .php .asp .ps1 .vbs .bat .py .rb
Installer packages  .msi .msix .appx .appxbundle .cab .nsis .wix
Certs, config & other  .pem .p12 .xml .yaml .reg + media, firmware, fonts
…and more

GSDD File Threat Scoring
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