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System Capabilities & 

Feature Overview 
 

1. Executive Overview 

 GateScanner Security Dome (GSSD) is a unified secure file transfer and content security 

platform, built around GateScanner® Content Disarm and Reconstruction (CDR) technology. 

The system enables organizations to securely upload, download, share, route, and store files 

while eliminating file-based threats, including zero-day malware and ransomware. 

 Key highlights: 

• Secure Managed File Transfer 

• Secure ‘Share and Return’ via encrypted email 

• Encrypted File Vaults 

• Full CDR integration on all file flows 

• Granular policy, group, and domain-based control 

• SaaS-ready, multi-tenant architecture 

• High availability and elastic scalability 

 

2. Core System Interfaces & Components 

 2.1 Web-Based Management Portal 

• Centralized web UI for administrators and end users 

• Granular access control based on roles, domains, and groups 

• Real-time visibility into system activity and file flows 

 

 2.2 External Clients & Extensions 

• Browser Extension (Chrome & Microsoft Edge) 

• Desktop Client 

• Outlook Extension 

• Automation Client 

• Multi-store sync – local/cloud/vaults (Storebridge) 

• Cross-system Multi-Dome sync (Remote GSSD) 

• Secure ‘Share and Reply’ link (‘Secure reply’) 

• Built-in SMTP Server 

• Built-in SFTP Server 
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3. File Handling Capabilities 

 3.1 Upload Capabilities 

• Upload files and folders via any modern web browser 

• Folder structure retention across transfers 

• Upload to vaults or external destinations including OneDrive 

• Per-upload scanning profile selection  

• Support for password-protected files (password supplied securely by user) 

• Automatic upload resume from last successful checkpoint, in case of - 

o Network interruption 

o User-initiated pause  

o Temporary client or session disconnects 

 

 3.2 Performance & Scalability – Tested Scenarios 

• Upload and download of a single 35GB file (unlimited file sizes) 

• Upload of 150,000 small files into a secure vault in aproximately 40 minutes. 

• High-throughput scanning  

 

3.3 Download Capabilities 

• Secure download from vaults 

• Download controls based on group and policy 

• Full audit trail of all download activity 

 

 3.4 Secure Email 

• Send encrypted emails with attachments directly from GSSD  

• Large file support (GB-scale) 

• Advanced share options: 

o Download notifications 

o Secure Reply (return upload on the same share link) 

o Link & password separation option (email + SMS) 

o Enforced 2FA optional 

 

 3.5 Sharing & External Collaboration 

• Secure File Sharing 

• Share files with external users without requiring accounts (guests) 

• Configurable: 

o Share expiration time 

o Share downloads limit 

o Notifications 

o Enforced 2FA 

 

• Create secure shared folders for ongoing collaboration 

• Guest users can: 

o View and download files 

o Upload files (subject to scanning profiles) 

• Full share history and revocation support 
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• Secure Reply 

• Recipients can securely upload files back to a defined destination provided by share link 

• All inbound files are scanned and sanitized 

 

 3.6 Dynamic Share 

• Dynamic Share creates a dedicated and isolated sub-vault that functions as a secure 

collaborative workspace. 

• It enables ongoing file collaboration with both internal users and external parties without 

requiring external users to have a GSSD account. 

• Key characteristics: 

o Each Dynamic Share is backed by its own sub-vault 

o External and internal users access the workspace via secure links 

o Participants can view existing files and upload new files 

o All uploaded files are automatically scanned and sanitized using GateScanner® CDR 

o Access, upload permissions, expiration, download options and enforced 2FA are fully 

configurable 

Dynamic Shares are fully audited and can be revoked at any time, with complete visibility 

through Share History and Reports. 

4. Vault & Storage Architecture 

 4.1 Secure Vaults 

• Encrypted file storage using AES-256 

• Files stored flat with: 

o UUID-based encrypted filenames 

o Metadata stored securely in the database 

• Supports multiple vaults per domain and group 

• Optional shared vaults within groups 

 

 4.2 Supported Vault Storage Backends 

• Local Path 

• UNC 

• OneDrive 

• WCF 

• AWS S3 

• Google Drive (from version 29) 

• Azure Storage (from version 29) 

 

 4.3 Root Vault (SaaS Feature) 

• Designed for multi-tenant SaaS environments 

• Prevents exposure of internal storage paths to domain admins 

• Each domain is assigned a Root Vault 

• Domain Admins create vaults using aliases only 

• Backend handles physical storage automatically 
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5. Destinations & Transfer Protocols 

 5.1 Supported Destination Protocols 

• Local Path 

• UNC 

• FTP/S 

• SFTP 

• WCF 

• OneDrive 

• AWS S3 (from version 29) 

• Google Drive (from version 29) 

• Azure Storage (from version 29) 

6. Authentication, Identity & Access Control 

 6.1 Supported Authentication Methods 

• SSO: 

o SAML 2.0 

o OpenID Connect 

• LDAP / LDAPS 

• Azure Graph 

• Local Virtual Identity Provider (Virtual IDP) 

 Hybrid Authentication 

• Combine Virtual IDP with Active Directory 

• Enables access for external users outside the corporate AD 

 

 6.2 User Roles & Groups 

 Default group types: 

• Administrators – Full system control 

• Read Admins – Read-only visibility 

• Domain Admins – Domain-scoped administration (SaaS use) 

• Users – End users with activity visibility limited to their own actions 

 

 6.3 Two-Factor Authentication (2FA) 

• Fully supported for: 

o System login 

o File sharing 

• Delivery methods: 

o SMS 

o Email 

o Authenticator apps 

• Can be enforced per group, share, or policy 
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7. Granular Policy & Configuration Model 

• Extremely granular configuration at: 

o Site level 

o Domain level 

o Group level 

• Control over: 

o Allowed engines 

o Scanning profiles 

o File size limits 

o File types (whitelist / blacklist) 

o Share options (2FA, expiration, replies) 

o Download permissions 

• CDR profiles can be assigned per group and per flow 

8. Compact Mode (Kiosk / Hardened Mode) 

• Simplified UI for minimal interaction environments 

• Designed for hardened organizational endpoints 

• Admin-controlled: 

o Which groups can access Compact Mode 

o Upload-only or upload + download 

o Destination 

o Scanning profile 

• Often used as a “Thin Kiosk Mode” 

9. Automation & External Integrations 

 9.1 Automatic Routes 

• Automated pull → scan → forward workflows 

• Between any supported destinations 

• Configurable scheduling 

• Optional source cleanup 

• Notification and reporting support 

 

 9.2 Automation Client 

• Installed in environments without direct Dome access 

• Listens to folders (local / network / protocol-based) 

• Transfers files into Dome for scanning and routing 

 

 9.3 Storebridge 

• Lightweight automation client, transfer and sync hub for GSSD 

• Native integrations with cloud providers: 

o Microsoft 

o Google 

o AWS 
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 9.4 Desktop Client 

• Full Dome functionality 

• Device management capabilities: 

o External device control 

o CD/DVD erase and format 

o USB inspection 

o File sanitization on removable media 

 

 9.5 Browser Extension 

• Secure download protection 

• Files are downloaded to Dome first, scanned, then delivered to endpoint 

• URL filtering by categories 

 

 9.6 Outlook Extension 

• Secure file sharing directly from Outlook 

• Large file support 

• Full Dome security policies applied 

 

 9.7 Remote GSSD 

• Vault synchronization between remote Dome instances 

10. API & Integration 

• Full REST API coverage for: 

o System management 

o User and domain administration 

o Upload and scanning operations 

• Built-in Swagger UI 

• API Keys per user 

• Designed for automation and integration with external systems 

11. Reporting & Auditing 

 11.1 Built-in Reports 

• Upload Activities 

• Download Activities 

• Share Activities 

• User Activities 

• Quotas Activities 

 

 11.2 Report Capabilities 

• Role-based visibility (Admin vs End User) 

• Export formats: PDF, CSV 

• Scheduled reports: 

o Daily / Weekly / Monthly / Quarterly 

• Automated email delivery 
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12. SaaS & Quota Management 

• Site-Based Quotas 

• Quota Settings per domain 

• Quota Dashboard with alerts 

• Detailed quota reports 

• Automated quota reporting via email 

13. Security Architecture & CDR Enforcement 

• GateScanner® CDR applied to all file flows 

• Profile-based CDR enforcement 

• CDR profiles assignable per group and per destination 

• Supports encrypted files with secure password handling 

• Prevents: 

o Zero-day malware 

o Ransomware 

o Advanced persistent threats 

14. High Availability & Scalability 

• Full HA Active-Active support 

• No single point of failure 

• Dynamic scaling: 

o Add or remove engines 

o No system restart required 

• Designed for enterprise and SaaS scale 


