
Medical imaging data enters hospital networks unchecked - on patient discs, 
USB sticks and direct transfers from external partners and cloud services. 
Standard anti-malware tools cannot look inside a DICOM file. 
GateScanner Imaging Gateway can.

Imaging is the unguarded gate into the clinical network

Healthcare is one of the most targeted - yet under-prepared - critical sectors. 
DICOM, the universal format of medical imaging, is a blind spot for conventional 
security tools: antivirus engines do not parse DICOM internals, so weaponized 
studies pass unchecked into the hospital network and PACS. The abuse is 
documented and public, from CVE-2019-11687 (executable code in the DICOM 
preamble) to 2025 phishing campaigns distributing malware disguised as 
imaging viewers.

Inside The File 
A valid DICOM file has room to hide an attack, for example:

Writable preamble - polyglot executable: The 128-byte “unused” header accepts 
executable code: one file is both valid DICOM and PE malware.

Encapsulated documents: Natively carries PDF and Word payloads- with full active 
content - inside a legitimate study.

And the media it arrives on: patient discs bundle unsigned viewer executables that 
can be trojaned, AUTORUN.INF launchers, and companion files (.lnk, .bat) - none of it 
relevant to the study itself.

Mitigates cyber-risk from 
incoming imaging data across 
every ingestion route

World-first proprietary DICOM 
deep-threat inspection: 
every tag and binary blob 
disassembled and scanned

Automated patient identity 
verification against EHR/HIS/RIS 
records

Safe remote upload of imaging 
data to the organizational PACS 
via web portal

Cost savings from reduced 
manual media and 
administrative processing
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GATESCANNER® Imaging Gateway
Securing Incoming Diagnostic Imaging Data

The Problem

Every DICOM file, verified and sanitized, 
before it reaches your PACS
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Sasa Software (est. 2013) develops 
advanced cybersecurity solutions 
that prevent file-based attacks 
across email, file-shares, web 
uploads/downloads, and portable 
media. 

The GATESCANNER® suite, powered 
by native Content Disarm and 
Reconstruction (CDR) technology, 
is trusted by over 450 organizations 
worldwide in sectors like defense, 
government, healthcare, finance, 
energy, and critical infrastructure. 

Headquartered in Israel and ISO 
27001 certified, Sasa Software has 
been recognized by Gartner (2020) 
and Frost & Sullivan (2017), offering 
flexible deployment models 
(on-premises, cloud, hybrid) with 
seamless integrations, including 
Microsoft 365, for secure digital file 
exchange. 

PROVEN IN 
PRODUCTION 
GateScanner Imaging Gateway 
is live in production at leading 
medical centers including Sheba 
Tel Hashomer City of Health, 
and has been selected by BIRD 
Cyber Program - a strategic R&D 
collaboration between the U.S. 
DHS and the Israel National Cyber 
Directorate to strengthen the 
resilience of the U.S. healthcare 
ecosystem.

About Sasa 
Software

In Daily Use
Three incoming paths - one clinical workflow

What it means in practiceBenefit

Threats that traditional tools cannot detect in DICOM files are revealed 
and the infected procedure is removed before entering the network. 
Only imaging files are retained; non-PACS content is discarded. 

Superior security

Remote uploads eliminate a significant share of visits made solely 
to hand over media; studies are in place before the appointment, 
saving physicians’ and patients’ time.

Better care

Automated identification and data placement reduce ingestion 
overhead and administrative errors, with full activity logs for 
administrative visibility and compliance.

Increased efficiency

         OFFICE CLIENT UI

Staff imports, verified
Reducing operational 
burden of manual imports 
from physical media by 
receptionists, through 
automated matching of the 
disc's demographics against 
the EHR/HIS record - ID, 
name, date of birth. Includes 
staff override and live queue 
monitoring of imports.

      SELF-SERVICE KIOSK

Safe media import on-site
Patients insert CD/DVD/USB 
at a secure upload station at 
the clinic. Media is processed 
directly and the sanitized study 
is routed to the PACS 

          REMOTE SOURCES

From Imaging Centers/Home 
Remotely sourced imaging 
studies arriving through 
networked connections 
and the Internet, pass file 
sanitization and patient 
ID verification against the 
provider’s HIS, delivering 
streamlined, secure ingestion 
of imaging data.

GateScanner Imaging Gateway performs a non-destructive deep parse 
of every DICOM file - enumerating each textual tag, binary object and 
encapsulated element in place, and subjecting every one to multi-engine anti-
virus and AI-powered threat detection. Clinical imaging data is never altered 
or reconstructed: it is analyzed in depth and preserved intact. Embedded 
documents such as PDFs can optionally be rebuilt through CDR. Detection 
layers and data policies are configurable per organization.

How It Works
Every element analyzed, clinical data untouched
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