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GateScanner Security Dome
File Transfer with Security by Design

At a time when most network attacks rely on infiltration through inbound content - when even trusted

sources might already be unknowingly compromised - securing the incoming flow of files is crucial to
maintain network integrity.

Standard MFT solutions secure the transfer transmission, but do nothing to purify the content within,
leaving the network exposed to malicious code deeply hidden within incoming data.

GateScanner Security Dome (GSSD) is a web-based content security solution, providing secure file transfer,
secure browsing and download and secure USB import — all with cutting-edge Content Disarm and
Reconstruction (CDR) file sanitization technology built in, blocking known and unknown, zero-day
malware in files.

The Dome offers -
- Secure file transfer with built-in CDR file sanitization
- Encrypted online vaults for secure storage and two-way file sharing
- Secure web download via a dedicated GSSD Chromium browser extension.
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Additional features include:

Secure encrypted email Multi-route automation clients (2 types)

MS OQutlook integration with large-file sharing Multilingual user interface

directly from the ribbon Safe browsing via GSSD Chromium browser extension

Supported routes: SMTP, HTTPS, UNC, SFTP, SMB,
Virtual USB Kiosk for secure USB import from REST API
the end-point

REST APl and SFTP implementation
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Sample use case: IT/OT automated maintenance routine via secure vault
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Upload Files

Vibes Il Drum Loop C~.zip
No threats were found 12/31/2023 1:20 PM

Click or drop files here N
- Cymatics ApexOne Shots~.zip v
) ﬁ No threats were found 12/31/2023 1:20 PM

Avaiable 12010.90 MB CymaticsHouseStarter~.zip v
No threats were found 12/31/2023 1:21 PM

Upload Info Select or drag files/folders into the box below.
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Max days in vault Unlimited
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GateScanner Security Dome

Secure upload and share web-portal Secure download browser extension
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Security Dome Outlook ribbon add-in

Specifications

Front-end: Windows server 2016 or above; SQL server 2014 STD or above. 16GB RAM;
4 vCores (minimum); 300GB SSD (minimum)

GateScanner® CDR engines: delivered as preconfigured virtual or physical hardened appliances.
‘On-the-fly’ scalability (active-active architecture)

CDR scanning output - up to 15 GB/hour, per engine.
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